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Module Two

Mastering Governance in 
the Age of Intelligence

Al Risk and Responsibility 
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What weʼll cover
Module 2

Understand the risks of 
Al, from data bias to 
regulatory compliance.

Gain insights into the 
best practices for Al 
governance.

Learn how to oversee 
and deploy Al 
initiatives.

Understand how Al 
will continue to shape 
workforce dynamics 
and leadership 
responsibilities.



4

Module 2  Chapter 1
Understand the risks of Al, from data bias to regulatory compliance
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Exercise

Identifying Key AI Risks Reflect on the risks AI could pose to 
your organisation.

01

Think of 23 significant risks

02
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Key Organisational 
Risks in AI Adoption

Misaligned AI initiatives or lagging competitors.

Strategic: 

Over-reliance on AI or lack of oversight.

Operational: 

Data privacy breaches or biased AI outputs.

Legal: 

Loss of trust or ethical controversies.

Reputational: 

Amplification of bias or unfair decision-making.

Bias: 

01

02

03

04

05

6
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Recognise the Risks

Key Questions for the Board:

How are we Understanding and managing  
key AI risks?

Are we staying informed about emerging AI 
trends and regulatory developments?

How much Shadow AI is in the business?

7
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Shadow AI is real!

Source: Section
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Oversee AI use and data governance
Key Questions for the Board:

How are we ensuring the quality and integrity 
of our data are maintained to support reliable 
and safe AI models?

What policies and frameworks do we have in 
place to manage AI-related risks, ensure data 
protection, and uphold legal and ethical 
standards?

How transparent and explainable are our 
AI-driven decisions to our stakeholders, 
including employees, customers, regulators 
and the public? 9
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Hallucinations:

AI hallucinations occur 
when generative AI 
produces incorrect 
information that seems 
plausible.

AI errors undermine trust 
because the reasoning 
behind them is not 
always clear.

Hallucinations can lead to inaccurate results in tasks 
requiring factual accuracy.

ALWAYS check AI sources, use multiple tools, and 
apply guardrails
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Module 2  Chapter 2
Gain insights into the best practices for Al governance
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Guardians of 
innovation Governing Emerging 

Technologies with Confidence

Governing in an AI world AI is here. 
Embrace it.

Institute of Directors July 2024

12



13

The AI Elephant in 
the Boardroom

2024 Insights into Boards and AI

83% of companies see AI as a top priority. But:

45% have never discussed AI at 
board level.01

Only 14% of boards discuss AI at every 
meeting 

02

25% discuss AI twice a year.03

16% discuss AI annually04

Boards must act to close the gap between ambition 
and action.

Sources: Forbes, Deloitte
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Principles of Board Oversight of 
Artificial Intelligence 

IOD 

Artificial intelligence holds the potential to transform our 
working and personal lives to an extent not seen since the 
advent of computing. Governors and senior leaders can 
best future-proof their people and organisations by 
actively exploring and embracing the opportunities and 
risks that AI presents. From disruption comes innovation – 
itʼs time to get involved.

David Glover CFInstD

14
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Take Action From a 
Strategic Perspective

Key Questions for the Board

What impacts could AI have on the industry  in which we 
operate?

How might AI impact the business and its ability to achieve 
its current long-term strategy?

How are competitors utilising AI? Are there other 
organisations using AI in a way that can inform the our own 
business model and usage?

Does AI create new opportunities that our organisation should 
incorporate or accommodate in the long-term strategy?
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Seize the Opportunities
Proactively Assess AI options and strategically adopt solutions.

Key Questions for the Board

What Steps do we need to take to integrate AI-driven 
insights into products and services?

How can we use predictive analytics for forecasting, 
risk management, and strategic thinking?

Are we Leveraging AI for competitive differentiation?
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Module 2  Chapter 3
Overseeing and deploying AI Initiatives
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Overseeing 
and deploying 
AI initiatives

18
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Board Capability, 
Structure and AI Use

Key Questions for the Board

How is AI being governed by the board 
Technology Committee)?

Are we equipped with AI fundamentals 
for effective governance?

Are we leveraging AI as directors ?
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Board 
Capability, 
Structure 
and AI Use

Strategic AI Integration and 
Governance: 

How can our board strategically integrate 
AI into our business strategy to enhance 
productivity while ensuring ethical 
governance?

How can our board strategically integrate 
AI into our business strategy to enhance 
productivity while ensuring ethical 
governance?

Risk Management and Ethical 
Frameworks: 

How can we develop and enhance AI 
literacy and capabilities within our board 
to effectively oversee AI initiatives?

Building AI Competency within the Board: 

Source: IOD, The productivity opportunity of AI
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Developing an AI-driven Mindset 
for Competitive Advantage

Foster a culture of innovation and continuous 
learning to unlock the full potential of AI.

Embrace Experimentation

01 02 03

Encourage your employees to explore and leverage 
AI-powered tools in their daily work.

Empower Your Team

Monitor AI trends, emerging technologies, and 
best practices to maintain a competitive edge.

Stay Ahead of the Curve
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Deploying AI
5 Simple Steps to Start Using GenAI

Gather Insights from a Ground-Up 
Committee

01

Establish Clear Guidelines and Guardrails

03 Launch with a Measurable AI Project

04

02

Invest in Education and Training

05 Plan for the Future of Work with AI

22
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Overcoming Common 
Challenges in Adopting AI

Resistance to Change

Address concerns about job 
displacement and foster a culture 
of AI literacy and adoption.

Lack of AI Expertise

Invest in upskilling your team and 
leveraging external experts to 
guide your AI integration efforts.

Data Privacy and Security

Implement robust data governance 
policies and ensure responsible AI 
practices to mitigate risks.

Ethical Considerations

Develop a clear framework for the 
ethical use of AI to maintain trust 
and societal impact.
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Module 2  Chapter 4
How Al will continue to shape workforce dynamics and leadership 
responsibilities



2525

FEIFEI LI

Stanford Professor, AI Researcher

Al won't replace humans, 
but humans who use Al 
will replace humans that don't.

Workforce Dynamics
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People impacts and 
Workforce dynamics

How will AI impact our workforce ?

What steps are being taken to address 
potential challenges or concerns? 

Are we looking for cost out, or 
increased productivity from existing 
staff?
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Māori Proverb

He aha te mea nui o te ao

He tangata, he tangata, he tangata

What is the most important thing in the world?

It is the people, it is the people, it is the people

Change Management 
is Critical

02 Re-skillingUpskilling01 Skill shifting03
Attracting and 
retaining04
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What Weʼve Covered and Learned
Module 2

Understanding AI Risks:01
Key risks: data bias, ethical concerns, and 
regulatory compliance.

The importance of mitigating reputational and 
operational risks.

Impact on Workforce and Leadership:04
AI will reshape jobs, requiring workforce planning 
and reskilling.

Boards must support leadership in managing these 
changes.

Overseeing and Deploying AI Initiatives03
Regularly review AI initiatives 

Start small with AI projects and scale as needed.

Ensure transparency and accountability in all AI 
activities.

Best Practices for AI Governance:02
Seize the opportunity

Establish ethical and responsible AI frameworks.

Integrate AI governance into existing board 
structures.



29

End of Module 2


